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The Counter-Terrorism and Border Security Act 2019  
 
 
Brexit has taken up the majority of the headlines in recent years. One may be 
forgiven for concluding that Brexit has been the only business Parliament has 
concerned itself with. And indeed, a cursory glance and the news outlets at the date 
of reading this Article would no doubt confirm this. This, however, has not been 
the case. The Government has passed legislation unrelated to Brexit.  
 
Yasin Patel and Amy Hazlewood look at one of the most important pieces of 
legislation passed in recent years.  One that is looking to continue the “War on 
Terror” both at home and abroad.  
 
The Counter-Terrorism and Border Security Act 2019 (“the Act”) became an Act of 
Parliament in February 2019. The provisions are in line with the Government’s 
attempts to review and update its counter-terrorism strategy and are also a reaction 
to terrorist attacks in the UK in recent years. The Act contains a range of counter-
terrorism measures, many of which update, amend and add to those already set out 
in existing legislation.  
 
This article identifies the key clauses within the Act, and provides the following by 
way of analysis:  
 

1. An explanation of the key clauses that the Act introduces. 
 

2. The identification and analyses of the case law that led to this particular area 
of law being reviewed, and amended by the Government. 

 
3. A critical analysis of the changes brought about by the legislation. 

 
Clause 1: Expressions of Support 
 
Clause 1 of the Act amends section 12 of the 2000 Act to create an offence of 
expressing an opinion or belief that is supportive of a proscribed organisation, where 
the person expressing the opinion or belief is reckless as to whether a person to 
whom the expression is directed will be encouraged to support a proscribed 
organisation.  
 
Under the Terrorism Act 2000, the Home Secretary may proscribe an organisation 
if he believes it is concerned in terrorism, and it is proportionate to do so. For the 
purposes of the Act, this means that the organisation:  
 

• commits or participates in acts of terrorism;  
• prepares for terrorism;  
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• promotes or encourages terrorism (including the unlawful glorification of 
terrorism); or  

• is otherwise concerned in terrorism.  
 
The first area of concern pertains to the mens rea, or mental aspect of the offence.  
Clause 1(b) of the Act makes it an offence to express support for a proscribed 
terrorist organisation when the individual is “reckless” as to whether it would 
encourage parties to the expression to support such an organisation. There is no 
requirement for “intent”.  
 
The case of Regina v. G (and another) confirmed the definition of recklessness 
established by the Court of Appeal in R v Cunningham. The latter case established 
recklessness to mean being reckless as to whether such harm should occur or not 
(i.e., the accused has foreseen that the particular kind of harm might be done and 
yet has gone on to take the risk of doing it). Accordingly, there is no requirement 
upon the individual to deliberately or knowingly encourage others to support a 
proscribed organisation.  It instead needs to be proved that the accused foresaw that 
the particular kind of harm might be done and nonetheless engages in the conduct. 
The primary concern being that the lower standard of intent, by way of 
“recklessness” as opposed to “intent” gives rise to serious concerns pertaining to 
one's freedom of expression.    
 
A second concern is the widening of the offence under clause 1. Clause 1 removes 
the requirement for an “invitation to support” and replaces it with “expressions of 
support.”  
 
It is not clear what constitutes an “expression of support”. In the case of Choudary 
and Rahman, the Court of Appeal gave the concept of support its “normal and 
ordinary meaning”, finding that invitations to support proscribed organisations did 
not need to be practical or tangible but could include “encouragement, emotional 
help, mental comfort and the act of writing or speaking in favour of something.”  
 
The ambiguity in definition leads to the concerns that Clause 1 pushes the law even 
further away from actual terrorism, and into the realm of pure speech and opinion.  
 
Clause 1 could include, for example, an academic debate during which participants 
speak in favour of the de-proscription of currently proscribed organisations. If this 
is so, clause 1 could have a chilling effect by preventing expressions of disagreement 
with the Government’s decision to proscribe certain organisations.  
 
A further example is that clause 1 could be used as a mechanism to prevent someone 
from putting forward a case for why a particular organisation should no longer be 
proscribed. 
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There is undoubtedly a lack of clarity with regards to what type of speech constitutes 
an “expression of support”. Accordingly, at a minimum, the Government should 
clarify what “expressions of support” would or would not be caught by this offence. 
The aim of the clarification should be to ensure that the offence does not risk 
criminalising debates disproportionately and breaching ones Article 10 right to 
freedom of expression and one’s Article 9 right to freedom of thought. 
 
 
Clause 2: Publication of images 
 
Clause 2 amends section 13 of the 2000 Act by making it an offence to “publish 
online an image depicting an item of clothing or another article, in such a way as to 
arouse reasonable suspicion that the person is a member or supporter of a 
proscribed organization”. The definition of “images” includes a still or moving 
image pursuant to s.2 (3) (1b) of the Act. 
 
The “publication” of images as an offence is widely seen as adding an offence to 
what would usually be charged under “disseminating” terrorist publications pursuant 
to Section 2 of the UK Terrorism Act of 2006. However, under the new offence, 
the prosecution no longer has to prove that the suspect disseminated the images.   
They only have to prove that the images were published. 
 
The Appellant in the case of R v Ahmed Faraz1 challenged seven convictions for 
‘disseminating terrorist publications’ under s.2 of the Terrorism Act 2006. The Court 
of Appeal quashed his convictions after ruling the jury had been improperly told that 
named terrorists possessed identical DVDs and books.  
 
The judges did not find the appellant had acted lawfully. They instead decided his 
convictions were unsafe because prejudicial evidence had gone before the jury 
without adequate safeguards. 
 
The Judgement highlights the pitfalls of such a wide offence that fails to clarify the 
scope and definitions of certain offences pertaining to the ‘encouragement’ from the 
2006 legislation. Instead of addressing the shortcomings of the 2006 legislation, the 
2019 Amendment introduces a completely new and wider offence of what on the 
face of it amounts to similar or very closely related actions and activities incorporated 
in the 2006 legislation. 
 
Clause 2 requires only the publication of a photo or video of, for example, a t-shirt or 
a flag in a private home, which arouses reasonable suspicion that the person supports 
a proscribed organisation. There is no requirement for the publication of an image 
in support of a proscribed organisation to intentionally encourage support for a 

                                                      
1 [2012] EWCA Crim 2820 
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proscribed organisation. Nor is there a requirement for the publication to be reckless 
as to encouraging support for a proscribed organisation. This low threshold provides 
for an individual to be convicted for simply “arousing reasonable suspicion” that he 
or she is a member or supporter of a proscribed organisation (which replicates the 
threshold currently provided in the Terrorism Act 2000). 
 
The lack of incitement to criminality in the mens rea coupled with a lack of clarity as 
to what would be caught by this offence makes the clause extremely wide in its remit. 
Accordingly, the offence risks catching a vast amount of activity.  For example, this 
clause could criminalise the publication of photographs which may be part of 
responsible journalism in the public interest.  
 
As a result of the way it has been drafted, clause 2 risks being a disproportionate 
interference with Article 10 Right to Freedom of Expression. The Government 
needs to provide further safeguards for legitimate publications and to give greater 
clarity as to what acts are, and are not, criminalised under Clause 2. 
  
 
Clause 3: Obtaining or viewing material on the internet 
 
Clause 3 of the Act amends section 58 of the Terrorism Act 2000. This section states 
that a person commits an offence “if he collects or makes a record of information 
of a kind likely to be useful to a person committing or preparing an act of terrorism, 
he possesses a document or record containing information of that kind or the person 
views, or otherwise accesses, by means of the internet a document or record 
containing information of that kind.”  The defence of reasonable excuse is retained.  
 
In the case of R v G; R v J, [2009] UKHL 13, it was held that the defence of 
reasonable excuse must be an objectively verifiable reasonable excuse to be 
determined by the jury.  
 
This leaves the term reasonable excuse as very wide and open to interpretation. Whilst 
a prescriptive definition for what amounts to a reasonable excuse should be left open 
to some degree as it is inherently fact-specific, the 2019 Act could have been an 
opportunity to establish further guidance for what amounts to a reasonable excuse.  
 
By failing to provide sufficient clarity for what may amount to a reasonable excuse, 
Clause 3 runs the risk of criminalising people unjustly. There is the possibility that 
someone may, for example, simply make a mistake in accessing certain websites. Or, 
one may access a website because they have an inquisitive mind and are seeking to 
inform themselves of their views or opposition to certain views when accessing such 
material. 
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In addition to this, Clause 3 runs the risk of criminalising those who view such 
material out of curiosity or foolishness without any intent to act upon the material 
in a criminal manner. It also runs the risk of criminalising those who receive 
information, rather than those who go out of their way to locate and view it 
themselves. 
 
Perhaps most concerning is that this clause requires no active invitation, expression 
or encouragement. It only involves looking at a website. The viewing or obtaining 
of materials without any associated intentional or reckless harm means that clause 3 
is in danger of criminalising conduct that has no links to terrorism. Accordingly, 
there is a risk that people may be criminalised who are not terrorists. 
 
As a minimum, the Government should clarify Clause 3 to ensure that it only 
captures those viewing materials with terrorist intent and give further guidance on 
the operation of the defence of reasonable excuse. 
 
 
Clause 4 – Travel to a designated area  
 
Clause 4 of the Act creates an offence of entering or remaining in, an area outside 
the United Kingdom that has been designated in regulations made by the Home 
Secretary. Entering or remaining in a designated area solely for one or more 
exempted purposes will not be an offence; a reasonable excuse defence will also be 
available.  
 
The test for designating an area would be that the Home Secretary, having consulted 
the Foreign Secretary, is satisfied that it is necessary to restrict UK nationals and 
residents from traveling to or remaining in the area for the purpose of protecting 
the public from a risk of terrorism. 
 
Clause 4 is seen as a response to the challenge of prosecuting returning foreign 
fighters, specifically British citizens, who travelled to Syria and Iraq to engage in 
activities alongside Isis. (The case of Shamina Begum being covered in a recent 
article.) 
 
Security Minister Ben Wallace during a 2018 parliamentary debate said, “We have 
400 people in this country who have returned from activity in hotspots, many of 
whom we believe, from intelligence, have been active, but whom we have been 
unable to prosecute. A number of them continue to pose a threat, and we have not 
been able, despite quite a lot of effort and looking, to find evidence to bring to court 
to prosecute them for the terrorist activity they may have been involved in2.” 

                                                      
2 https://hansard.parliament.uk/commons/2018-09-11/debates/156B51AC-2504-442B-BEE4-

02B6E2FBB5D5/Counter-TerrorismAndBorderSecurityBill 

http://churchcourtchambers.co.uk/uncategorized/shamima-begum-uk-citizen-terrorist-isis-wife-groomed-schoolgirl-or-none-of-the-above-an-article-by-yasin-patel-and-amy-hazlewood
http://churchcourtchambers.co.uk/uncategorized/shamima-begum-uk-citizen-terrorist-isis-wife-groomed-schoolgirl-or-none-of-the-above-an-article-by-yasin-patel-and-amy-hazlewood
https://hansard.parliament.uk/commons/2018-09-11/debates/156B51AC-2504-442B-BEE4-02B6E2FBB5D5/Counter-TerrorismAndBorderSecurityBill
https://hansard.parliament.uk/commons/2018-09-11/debates/156B51AC-2504-442B-BEE4-02B6E2FBB5D5/Counter-TerrorismAndBorderSecurityBill


 6 

 
The danger is that traveling to a designated area becomes the fall-back charge for a 
defendant where there is insufficient evidence to prosecute for an existing criminal 
terror offence. 
 
A further concern regarding this Clause is that it will adversely affect people who 
wish to visit family, assist with humanitarian relief or carry out academic inquiry or 
investigative journalism in designated areas. 
 
In addition to this, the reasonable excuse defence places the burden of proof on the 
person traveling. This means that under Clause 4, the burden to prove reasonable 
excuse is on the person traveling. They will have to show a legitimate purpose for 
seeking entry into a designated area. Should their reasonable excuse not be accepted, 
some people will simply opt not to travel.  
 
There are questions concerning whether this specific clause was necessary in order 
to bring about a prosecution of someone returning from a proscribed state 
considering the wide range of existing criminal offences subject to extra-territorial 
jurisdiction, such as encouragement of terrorism, training for terrorism and 
membership of a proscribed organisation. 
 
There is also a danger that the Government is trying to address the legitimate aim 
with the wrong means.  It could transpire that the main effect of this clause will be 
to criminalise so-called “brides” rather than “fighters”. So-called “brides” are a very 
specific category of people that may be more in need of a holistic and flexible 
approach rather than a purely punitive approach from the authorities. 
 
A further problem is that the areas controlled by terrorists are fluid. The Clause is 
drafted on the assumption that territories will be geographically fixed. It is well 
established that terrorist groups are transient and cross-territorial is their activities. 
Accordingly, seeking to impose legislation on ‘designated’ geographical areas risks at 
best, being limited in scope and as authorities play a game of catch-up with terrorist 
groups very mobile methods of working, and at worst, being impractical and 
unworkable. 
 
 
Schedule 2 - Retention of biometric data for counter-terrorism purposes etc. 
 
Schedule 2 contains amendments in relation to the retention of DNA samples, DNA 
profiles, and fingerprints (biometric data). 
 
Before 2012 the legal position in England and Wales was that biometric data could 
be kept indefinitely for anyone arrested for a recordable offence. A recordable 
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offence is one that must be recorded for the Annual Crime Statistics. Generally, it is 
an offence that is indictable or triable either way.  
 
The Grand Chamber of the European Court of Human Rights (ECtHR) in S and 
Marper v United Kingdom (2008)3 held that this position was not lawful because the 
indiscriminate retention regime in operation was disproportionate. In response, the 
Labour Government passed the Crime and Security Act 2010. This established a 
new regime for the retention of biometric data which included an indefinite period 
for retention of fingerprints, impressions of footwear and DNA profiles of 
convicted adults. However, these new provisions were not implemented before the 
General Election in 2010. 
 
The incoming coalition government did not want to implement the provisions put 
forward by the previous Labour Government and so implemented a different regime 
under the Protection of Freedoms Act 2012 (“PoFA”). PoFA repealed the relevant 
parts of the previous legislation and introduced a different regime.  
 
The general change brought about by PoFA is that the biometric data of individuals 
arrested or charged but not convicted of an offence could now be destroyed after a 
certain length of time. This time period depends on the circumstances of the case 
and the age of the arrested person. An adult or child arrested but not charged with 
a serious sexual offence can have their biometric data retained for up to five years. 
The first three years must be with the consent of the Biometrics Commissioner, and 
the further two years requires an application to the courts. This leads us to the 
change brought about by Schedule 2 of the 2019 Act. 
 
Schedule 2 decreases independent oversight of police retention of biometric data of 
people arrested but not charged for serious terrorism offenses. In certain cases, the 
provision would increase the retention period from two to five years with no review 
by the country’s Biometrics Commissioner. In the Home Offices own words, this, 
“will reduce the burden of having to review the retention of data more frequently 
than is necessary”.  
 
The removal of the Biometrics Commissioner's oversight of DNA material and the 
extension of the retention period from two to five years without clear notification 
and review options must be justified beyond simply saying that the old measures of 
review were a “burden”.  Extensive retention of personal data for suspects not even 
charged with a crime violates one’s Right to Privacy enshrined by Article 8.  
 
 
Conclusion 
 

                                                      
3 48 EHRR 1169 
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We must not forget that business outside of Brexit is being conducted by the 
Government. This business must still be subject to the same level of scrutiny and 
the Government must be held accountable and remain answerable to concerns 
raised before, during and after such legislation is enacted.  
  
Due to international alliances, allegiances and political agreements, organisations are 
described as a democratic party or a proscribed organisation based upon the political 
interpretation of the group.  And by expressing an opinion or outlining one’s opinion 
that is not in conjunction with the political sensitivities of the status quo, should a 
person really be in danger of a criminal offence?   
 
The Government has failed to provide any evidence that expanding its powers under 
new legislation will do anything to prevent terrorist attacks. There is a real danger 
that this legislation does do little to address the real causes of terrorism whilst doing 
a lot to destroy civil liberties. 
 
If the Government fails to get this very delicate balancing act right, they risk 
subverting the very freedoms and democratic principles that it purports to protect. 
The danger being that such curtailing of civil rights gives countries with fewer checks 
and balances a dangerous excuse to follow suit. 


